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Abstract: Minimization of energy consumption is critical for wireless IoT networks, in which sensor 

device nodes are resource-constrained and battery-powered, and communicate over unstable and 

unreliable radio links. A denial-of-sleep attack is a kind of denial-of-service attacks particular to 

wireless networks. It forces each node to keep their radio on, exhausts battery-powered devices, and 

consequently impairs availability of the network. The “Wake-up Token” (WuT) method is the most 

lightweight countermeasure against the denial-of-sleep attack. Its most promising improvement, 

SWARD (Secure WAke-up RaDio), was proposed; however, discussed only on a single-hop network. 

We applied it to multi-hop networks, GPSR and AODV, and examined the feasibility and performance 

of SWARD. 
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INTRODUCTION 
 

An IoT system includes a network of sensor device nodes as its crucial part to collect data. The network 

is often wireless, where each device communicates over unstable and unreliable links. The devices are 

resource-constrained and battery-powered, possibly left unmanaged, while expected to be operational 

for a long time. A device dies, i.e., cannot function any longer, when its battery is exhausted. Therefore, 

minimization of energy consumption is critical. Each device turns off its radio interface as soon as 

network traffic stops sending or relaying. 

 

There are two schemes regarding when and how to turn on and off radio interfaces: scheduled and on-

demand. The former assigns time slots to each device node in the net-work for communication, and 

each node activates its interface during the assigned time slots [1]. This also includes cluster-based 

synchronization [2]. The latter uses “wake-up radio” (WuR) [3-4]. An ultra-low-power sender/receiver 

with a low data rate is added alongside the main transceiver in each node and continuously monitors 

for a “wake-up call” (WuC) delivered from other nodes [5-6]. The former is less efficient than the 

latter because unnecessary activation with no communication, or idle listening, wastes energy.  

 

There are various types of attacks on wireless IoT networks [7]. An energy-drainage attack is a type 

of denial-of-service attacks that drains and wastes energy to exhaust battery-powered devices and 
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consequently impairs the availability of the network [8-9]. The characteristics of wireless IoT networks 

summarized above incur a new type of energy-drainage attack, i.e., a denial-of-sleep (DoSL) attack 

[10-11]. It consists in exhausting devices by forcing them to keep their radios on. The scheduled 

scheme is prone to jamming attacks [12], while the on-demand scheme is vulnerable to forged wake-

up radio attacks. 

 

Although defending against the DoSL attacks is an old topic, it is still being vigorously studied, and 

many methods have been proposed. Some remarkable techniques underlying them are: 

(1) authentication and cryptography, 

(2) MAC layer protocol modification [13-14], 

(3) fuzzy logic [15], 

(4) genetic algorithms [16], 

(5) trust-based routing [17], and 

(6) machine learning [18-19]. 

The method (2) is difficult to deploy in practice, and (3)-(6) are computationally intensive. The method 

(1) is further subcategorized into: 

(1.1) wake-up tokens [20], 

(1.2) one-time passwords [21-22], 

(1.3) RSA cryptography [23], and 

(1.4) physical unclonable functions [24-25]. 

The method (1.1) is the most lightweight of software implementations. (1.4) is an interesting hardware 

solution; however, not common in practice yet. 

 

In consequence, this short paper focuses on the “wake-up token” (WuT) method and its improvements. 

Among them, SWARD (Secure WAke-up RaDio) [26] in particular is regarded as one of the most 

promising [27]. The original proposal of SWARD discussed its design only on a single-hop star-shaped 

network. Therefore, we aimed at applying it to various types of multi-hop IoT networks. This short 

paper examines the performance of SWARD on some routing protocols used in practice: GPSR 

(Greedy Perimeter Stateless Routing, position-based) [28] and AODV (Ad hoc On-demand Distance 

Vector, topology-based) [29]-[30]. 

 

The rest of the paper is organized as follows. Section 2 summarizes some background and necessary 

knowledge, and Section 3 introduces the purpose of this study to apply SWARD to GPSR and AODV. 

Section 4 presents some simulation-based experiments and examines their results. Section 5 contains 

concluding remarks and future work. 

 

LITERATURE REVIEW 
 

Wake-up Radio and Wake-up Tokens 

As mentioned above, the WuR scheme sends and receives “wake-up call” (WuC) signals or packets 

via an ultra-low-power transceiver; therefore, the WuC packets must be as small as possible. It may 

be only a trigger signal without any header or payload; however, an attacker can also send a wake-up 

signal. The header may be added, which contains the sender address and the destination address; 

however, the legitimacy of the addresses can only be verified by the main transceiver communication. 
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Falk et al. proposed a method of “wake-up token” (WuT) to ensure that only legitimate packets can 

wake up sleeping nodes [20]. A sender transmits a secret WuT to the wake-up radio device of the 

intended receiver. The receiver’s device stores a list of WuT reference values (WuTRVs) that are used 

to authenticate a received WuT. The device node is activated and uses the main radio for 

communication only if the WuT matches one in the WuTRVs. An attacker cannot know a WuT in 

advance; therefore, it cannot activate nodes at will, making DoSL attacks difficult. 

 

A WuT and items in a WuTRV list may be assigned in advance, for example, by applying a hash 

function to sender and receiver MAC addresses, a wake-up counter, and some secret key as: 

𝑒 = 𝑡𝑟𝑢𝑛𝑐(ℎ𝑎𝑠ℎ(𝑀𝐴𝐶𝑠𝑒𝑛𝑑 , 𝑀𝐴𝐶 𝑟𝑐𝑣, 𝑐𝑛𝑡, 𝑘𝑒𝑦)) 

Otherwise, they may be assigned using a hash chain as: 

𝑒𝑛+1 = 𝑡𝑟𝑢𝑛𝑐(ℎ𝑎𝑠ℎ(𝑒𝑛)) 

where the truncate function is to reduce the WuT size, as well as to hide the entire hash output. 

 

It remains unaddressed how to share the common 𝑘𝑒𝑦 in the former and the common initial 𝑒0 in the 

latter among all the nodes in the network in a confidential manner. This problem should be addressed 

according to application and situation. 

 

SWARD (Secure WAke-up RaDio) 

Montoya et al. proposed an improvement named SWARD (Secure WAke-up RaDio) to generate wake-

up tokens [26]. In SWARD, a WuT for the 𝑛 + 1-th wake-up is generated from the 𝑛-th WuT and the 

𝑘 -th message exchanged by main transceivers between the two nodes during the 𝑛 -th wake-up 

according to: 

𝑊𝑢𝑇𝑛+1,𝑙𝑜𝑛𝑔 = ℎ𝑎𝑠ℎ(𝑊𝑢𝑇𝑛,𝑙𝑜𝑛𝑔 || 𝑀𝑠𝑔𝑛,𝑘) 

𝑊𝑢𝑇1,𝑙𝑜𝑛𝑔 = ℎ𝑎𝑠ℎ(𝑆𝑐𝑟𝑡𝐾𝑒𝑦 || 𝑁𝑜𝑑𝑒𝐴𝑑𝑟𝑠) 

𝑊𝑢𝑇𝑛 = 𝑡𝑟𝑢𝑛𝑐(𝑊𝑢𝑇𝑛,𝑙𝑜𝑛𝑔) 

where “||” is the concatenation of its two operands. Then the WuT is truncated for authentication. To 

generate WuT, SWARD includes message data exchanged by main transceivers, assuming that the 

messages are encrypted when being exchanged. This assumption is not a strong limitation. 

 

As its authors claimed, first, SWARD generates an unpredictable new WuT at every wake-up of a 

node; second, the token computation is recursive, requiring only local node information; and third, the 

method is more secure than related ones because it relies on several secret elements rather than only 

one. 

 

METHODOLOGY 
 

The original proposal of SWARD discussed its design only on a single-hop star-shaped network such 

that a single central sink node is surrounded by some device nodes. Wireless IoT networks in reality 

often have a multi-hop (hop-by-hop) structure. ZigBee [31] over IEEE 802.15.4 [32] is a well-known 

example. To evaluate the feasibility and performance of SWARD more generally, we should try to 

apply it to some multi-hop IoT networks. Therefore, we selected two multi-hop routing protocols used 

in practice, GPSR [28] and AODV [29], each of which is one of the most used in each category. 
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GPSR is a position-based greedy protocol for a network in which each node has its own location 

information. The outline of the GPSR protocol is as follows. A node forwards a message to the 

neighbor closest to the destination (Greedy Forwarding). If there is no closer node in the neighbors 

and the greedy forwarding fails, the “right-hand rule” is applied, in which the node forwards the 

message to the rightmost neighbor (Perimeter Forwarding). GPSR requires every node to have some 

reliable GPS or positioning hardware. Also, it requires periodic beaconing to share position data among 

neighbors. This protocol does not include message broadcasting; therefore, it is highly scalable. 

However, it does not guarantee end-to-end reachability. 

 

AODV is a topology-based on-demand protocol for a network in which a node does not have its 

location information. The outline of the AODV protocol is as follows. When a source node needs a 

route, it broadcasts an RREQ (Route Request) message. Its neighbors who receive the RREQ forward 

(broadcast) it and set up reverse paths to the source. The destination or an intermediate node with a 

fresh route sends (unicasts) an RREP (Route Reply) back through the reverse path. AODV, as opposed 

to GPSR, does not require any positioning hardware or beacon to share position data. Every node 

maintains routes to guarantee end-to-end reachability. 

 

Each message, including the one for greedy forwarding and perimeter forwarding in GPSR, and the 

RREQ and RREP in AODV, is accompanied by a WuT of SWARD between the sender and the 

receiver. There have already been some studies on multi-hop protocols for WuRs and WuCs without 

authentication [33-35]. They proposed skipping of intermediate hops of WuRs and WuCs in a hop-by-

hop sequence of message forwarding for performance improvement. However, a WuT including 

SWARD requires authentication between the sender and the receiver; therefore, their proposals of the 

skipping cannot be applied. 

 

We implemented two simulators, one for GPSR and the other for AODV, and conducted some 

experiments to evaluate the multi-hop SWARD. In the GPSR and AODV networks, respectively, we 

compared results between the networks using the WuT of the SWARD and the one not using WuT but 

only WuC.  In each simulation cycle, each node performed the procedure outlined as below: 
 

WuC (without authentication) case:  WuT (with authentication) case: 
if the node has a message to send: 

communicate WuC with its receiver; 

send the message to its receiver; 

if the node receives a WuC: 

wake up; 

wait a message and receives it; 

estimate power consumption. 

 if the node has a message to send: 

  communicate WuT with its receiver; 

  send the message to its receiver; 

if the node receives a WuT: 

  authenticate; 

  if approved: 

    wake up; 

    wait a message and receives it; 

  otherwise: 

    ignore; 

estimate power consumption. 

 

The common scenario was: a virtual field for the experiments was 300 × 300 square meters (in a virtual 

sense) wide; in the field, there were 150 device nodes at random locations, a single sink node at the 

center, and one or more attacker(s) at random locations; and each node had a communication range of 

50 meters. Major parameters regarding power consumption are listed in Table 1. Their values were 

assigned based on previous related studies, including Ullah et al. [14] and Montoya et al. [26]. 
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Table 1. Experiment parameters and assigned values. 

Parameter Value 

Initial battery power 0.5 J 

Power consumed in active state 13.5 mW 

Power consumed in sleep state 0.0015 mW 

Power consumed for WuR 54.3 μW 

Power consumed in waking-up 0.0043 mW 

 

RESULTS AND DISCUSSION 
 

Figures 1 and 2 examine the number of surviving nodes. The number of attackers is one in Figure 1 

and two in Figure 2, respectively. The purple curve represents the GPSR network without WuT, the 

green is GPSR with WuT, the blue is AODV without WuT, and the yellow is AODV with WuT, 

respectively. 

 

As the numbers of surviving nodes indicates, AODV consumes more battery power than GPSR when 

the network is dense because AODV includes RREQ broadcasts. However, in the last stage when the 

network becomes sparse, AODV outperforms GPSR, due to the so-called “void problem” of GPSR 

where no closer neighbor exists to the destination. 

 

The WuT improves the battery power consumption both on GPSR and on AODV. Moreover, the WuT 

brings greater improvement to GPSR than to AODV. This implies that AODV is more durable against 

the denial-of-sleep attacks. The reason must be that AODV uses RREQ broadcast, and can find a 

detour route when any neighbor node is dead. As the number of attackers increased, GPSR was getting 

worse than AODV. This is another sign that GPSR is more prone to denial-of-sleep attacks than AODV, 

and that the WuT is more effective for GPSR than for AODV. Particularly, both GPSR and AODV 

networks without WuT in the initial phase until the 1,500th cycle suffer sharp decreases in the numbers. 

This is because in this phase, the networks establish all the initial routes to deliver data from every 

node to the sink, and the networks are more prone to the denial-of-sleep attacks. 
 

Figure 1. The number of surviving nodes: one attacker case. 
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Figure 2. The number of surviving nodes: two attacker case. 

 

Figure 3 and 4 evaluate the message delivery (collection) ratio; the number of attackers is one in Figure 

3 and two in Figure 4, respectively. The number of surviving nodes is less in AODV than in GPSR, 

and this must affect the delivery ratio. The WuT brings improvement to both GPSR and AODV. 

 

Figure 3. Delivery ratio (%): one attacker case. 

 

Figure 4.  Delivery ratio (%): two attacker case. 
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CONCLUSION AND FUTURE RESEARCH 
 

This paper applied the WuT method to two kinds of multi-hop networks, and evaluated its effects by 

comparison. As far as we know, there have been no studies on applying WuT to a position-based 

routing like GPSR. Our contribution is that this study might be the first attempt to apply the WuT to 

position-based routing, and consequently the first comparison between it and topology-based routing 

like AODV. As the result implies, the WuT is more effective for position-based routing than for 

topology-based routing. 

 

We have obtained some preliminary, yet promising results; however, we are still at the beginning of 

this research, and there are still many issues that should be addressed. As we mentioned in Section 1, 

there have been many other methods, including machine learning for example, proposed thus far that 

are stronger but more computationally intensive. It must be worth investigating the hybrid combination 

of these new proposals deployed on a central cloud and the lightweight WuT scheme deployed on 

distributed device nodes. It would also be interesting to combine the software-based WuT and the 

hardware-based method with the physical unclonable functions. 
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