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ABSTRACT: One of the key challenges in preventing major process safety accidents in an operating plant
is the lack of an integrated system/model that brings together the risks posed by the deficiencies / deviations
on the safety critical barriers, for operational decision making. Based on this context, an exploratory study
was undertaken to develop a model/framework for visualizing the accumulation of process safety risks
arising from safety critical barriers impairments in petroleum facilities in Niger-Delta Nigeria. The results
indicate that the process safety cumulative risk assessment framework/model offers a transparent
mechanism for assessing and visualizing the cumulative risks arising from the barrier impairment problems.
For the facility in the first case study, 3.2% of the total number of safety-critical barriers was deviated and
the model revealed risk accumulation in the gas compression functional location. For the facility in the
second case study, 1.7% of the total number of safety-critical barriers was deviated and the model revealed
risk accumulation in the gas dehydration functional location. When applied properly, the model/framework
will reduce the risk of major accident in petroleum facilities by (a) aiding better management of safety
critical barriers deviations through improved risks visual and (b) eliminate variability in human
interpretation of process safety risk levels. One improvement area identified in the model/framework is the
need for a web-based software for automation of barrier impairment data collection and real-time
visualization of the cumulative risk picture.

KEYWORDS: process safety, cumulative risk assessment, risk visualization, major accident prevention,
petroleum operations

INTRODUCTION

Process safety accident is typically defined as “an event that is potentially catastrophic, involving the re-
lease/loss of containment of hazardous materials that can result in large-scale health and environmental
consequences” [ 1] and serious injuries/multiples fatalities and loss production [2]. Globally, it is recognized
that major process safety accidents have been occurring in petroleum facilities [3]. Despite the various
efforts to curb the occurrence of these incidents, significant accidents still occur. The petroleum sector has
witnessed a significant number of process safety incidents [4] and these major accidents are usually inves-
tigated, and recommendations made. Majority of major accident investigation reports as noted in a previous
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study indicate that the concerned organizations were faced with numerous safety critical barrier impairment
challenges during the operational stage of the assets, however the signs were either overlooked or simply
not handled appropriately [5]. Mechanical integrity failures have been the contributor to 40-50% of these
accidents and impairment of safety barriers during the operating lifecycle of a plant has also been implicated
[6]. In most of these major accidents, there was accumulation of process safety risks arising from the barrier
impairments, preceding the incidents [5, 7] but plant operators were blind-sided to the cumulative risk
impact of the deviations [8]. Most of these anomalies in the plant were known by the organization but the
cumulative risk of the gaps were not understood [5]. Often the information is not transparent to the people
who have the responsibility to intervene. It was pointed out that 60% of companies are not managing pro-
actively the impaired safety critical barriers in their facility because they do not have effective systems in
place to monitor and manage the barrier impairments [9]. It was also noted that there were often insufficient
measures to recognize the barrier impairments and prevent the propagation of the incidents [10]. Risks
arising from a single safety critical impairment is usually understood but with multiple barrier impairments
on a plant, it is essential to understand the changing overall risk profile of the plant, from a “cumulative
risk” perspective [11] and have a means to provide the assurance that major hazard risks are adequately
controlled [12]. Therefore, the aim of this study is to develop a model/framework for assessment of process
safety cumulative risk, to reduce major accident risk in petroleum operations by offering petroleum indus-
tries a risk-based approach to understanding and managing safety critical deviations and using risk-based
decision making to better prioritize plant maintenance, optimize work execution and improve productivity.

In process safety risk management, risk controls/barriers have to work as intended. Once a control/barrier
is impaired (not working as intended), it represents a “deviation”. When there are multiple deviations, the
risks presented by the deviations accumulate (cumulative risk) and may pre-dispose the plant to a major
accident. The combined effect of risks from multiple deviations, impacting the safety of a plant is termed
as cumulative risk [13].

LITERATURE REVIEW

Numerous models have been developed by industry professionals to significantly reduce the frequency and
severity of such catastrophic accidents by proper risk assessments [ 14]. However, most of these models are
based on traditional risk assessment approaches and these have the drawback of being static and not keeping
up with the modifications that occur in the operating phase of the asset [15, 16]. Some models are based on
quantitative approaches that incorporates mathematical quantification with many drawbacks [17]. For op-
erational decision making on major accident risk, quantitative risk assessment can be problematic because
of their size and complexity, making them difficult to use on a day-to-day basis [18]. Table 1 summarizes
the gaps found during the literature review. The need for a "living" risk assessment model that takes into
account factors like safety critical deviations during the operating phase of plants have been recognized [3,
23]. The model should have the capability to assess the health of the safety critical barriers on a near real-
time basis [23, 5] and present the assessment in a very visible and transparent form at all levels from front-
line to top management, across all areas of the plant, for decision support in ongoing operational risk man-
agement [7]. Even though there are many studies in process safety management for major accident preven-
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tion [26], however there are few studies that consider the concept of process safety cumulative risk assess-
ment in the petroleum operations [27].

In the recent past, some Operators in the oil and gas industry have developed their own proprietary tools
for integrated management of safety critical information across their facilities, for example iSee from Cono-
coPhilips Total Risk [28]. Literatures on these works are scant.

METHODS

The aim of this study was to develop process safety cumulative risk assessment framework/model for major
accident prevention in petroleum operations. To achieve this aim, two objectives were pursued. One objec-
tive was to develop process safety cumulative risk assessment logic/rule while the other objective was to
develop process safety cumulative risk assessment framework/model and validate the framework/model
using two case studies.

The study builds on previous works performed by the author. A previous study identified seven risk ele-
ments/influencing factors that are to be considered in assessing process safety cumulative risk viz: preven-
tive maintenance deviations, corrective maintenance deviations, temporary changes/repairs, inhibits/over-
rides, down-graded integrity items, open actions from safety audits/reviews and hardware barrier assess-
ments. Another study established that the use of “traffic light” scoring system to represent impairment on a
safety critical barrier is simpler and less complex than using mathematical/quantitative risk assessment
models.

Table 1. Summary of literature review contributions and gaps.

S/N  Title Contribution Gaps Reference
Guidance to im- The work identified risk
prove the effec- influencing factors for The results indicated that
tiveness of pro- process safety incidents, the current process safety
1. cess safety man- based on the experience of risk models do not take [3]
agement systems the author, literature re- into due consideration of
in operating as- views and incident investi-  the risk factors
sets gation reports
Advanced safety The st'udy identified that. The risk management frame-
there is a lack of robust risk .
methodology for i work for refinery operations
2. risk management ~ management tools to iden- was based on complex and ~ [19]

of petroleum refin-
ery operations

tify and assess major acci-
dent risks and proposed a
quantitative risk modelling

static quantitative risk as-
sessment approaches which
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S/N

Title

Visualizing risk re-
lated information
for work orders
through the plan-
ning process of
maintenance activ-
ities

Dynamic barrier
management —
managing safety
barrier degradation

Development of an
integrated process
safety management
and climate change
model for the oil
and gas industry

Barrier manage-
ment in operations
for the rig industry

Contribution

framework for petroleum re-
finery operations

The work developed a com-
puterized display for the
concept of how risk related
information can be visual-
ized in an operational con-
text when establishing work
orders

The study developed a bar-
rier management model that
enhances safety decisions
while reducing inspection
costs and proposed a quanti-
tative risk modelling frame-
work for oil and gas facili-
ties

This study developed a
model integrating all the
process safety management
systems into a holistic
model, addressing process
risks posed to oil and gas
operations including exter-
nal factors such as climate
change.

The study developed a
framework for barrier man-
agement in rig operations,
basically showing how bar-
rier performance can be
maintained. The study rec-
ommended developing sys-
tems that capture early
warnings and indicators

Gaps

are not suitable for daily op-
erational risk management

The results covered only
work orders in maintenance
activities and did not cover
all other risk factors for ma-
jor accidents in daily opera-
tions

[20]

The barrier management
model was based on com-
plex and static quantitative
risk assessment approaches
which are not suitable for
daily operational risk man-
agement

[21]

The implementation struc-
ture for the development of
the model was around three
risk-based, culture-based and
external factors, integrating
CCPS risk-based elements
with external factors such as
climate change. This model
is not suitable for manage-
ment of process safety risks
in daily operations

[22]

The framework does not
contain requirements for bar-
rier dependencies and inter-
actions as part of the barrier
performance requirements
and risk factors. The study
did not develop any frame-
work or model.

[23]

Reference
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S/N  Title Contribution Gaps Reference
about deterioration of barri-
ers
This study developed a
model MI AI.) (Modeling Key drawback of the tool is
. . Instantaneous Risks for Ma- |
Activity-based risk . ) ) in its complex nature by us-
) jor Accident Prevention) to . o
analysis for pro- . L ing quantitative risk assess-
7. give up to date risk infor- : [24]
cess plant opera- i e ment (QRA) methodologies,
. mation with limited effort . .

tions ) ) even different from the tradi-
and sufficiently quickly to tional QRA approaches
be available when decisions PP
are being made

. The model developed a The model is limited on
Barrier status . v .
anel — tool for barrier status panel”, a the number of risk factors
g. P web-based tool that helps to  and has not capability to vis- [25]

barrier manage-
ment

monitor and verify barriers
at all times

ualize cumulative risk pic-
ture

Qualitative research techniques were used. Qualitative data was gathered through focused workshops (fo-
cused asset integrity and process safety professionals). The study data was obtained from both primary
sources (focused asset integrity and process safety professionals in Nigeria with minimum of 15 years’
process safety experience in petroleum operations) and secondary sources (process safety journal articles
and petroleum industry operating manuals). The data was analyzed using qualitative techniques such as
content analysis. Two case studies were selected by convenience sampling, to test the results of the
model/framework. Field data was gathered from an offshore Floating Production Storage and Offloading
(FPSO) facility and onshore gas processing plant through field visits. Validating the model/framework was
carried out in a workshop by the focused asset integrity and process safety professionals using a “formal
process of member checking” method [29], by sharing the data with the number of people from whom the
data was drawn.

RESULTS

Development of Process Safety Cumulative Risk Assessment Logic/Rule Set

Figure 1 shows the integrated process safety cumulative assessment logic/rule set, developed based on the
risk assessment processes in daily operations of petroleum facilities. For every deviation on the seven risk
factors, the final outcome of the risk rating from the logic/rule will become either Green, Amber or Red,
depending on the applicable decision types:
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1. Risk priority which is analyzed using the risk assessment matrix of the organization on a 2-scale
priority — High or Low

Deviation validity date which is checked for exceedance of the Latest Allowable Finish Date (LAFD)
Impact on the deviation (High/Low) on the integrity of the barrier in question

Deviation approval status

Status of implementation of the approved action (within the agreed dates)

arwd

Development of Process Safety Cumulative Risk Assessment Model/Framework

The strategy adopted in the development of the process safety cumulative risk assessment framework/model
was structured around data input for process safety cumulative risk assessment, data aggregation and data
output. Figure 2 shows the framework/model. The framework/model works in three stages:
1. Data collection on every safety critical barrier using the seven risk factors
2. Barrier data analysis using the logic/rule set and mapping on major accident bowties of the respective
functional location
3. Visualizing cumulative risk for possible risk accumulations

| oecisions | | mskeriorny | [[Vauomy pare | [ mpact | [pevnionaseroval | [mecementamion |

RISK ELEMENTS

LEGEND

Yes
:L’ No

Figure 1. Integrated Logic/Rule for assessing process safety cumulative risk.
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PROCESS SAFETY CUMULATIVE RISK ASSESSMENT MODEL/FRAMEWORK

STAGE 1: Data Collection

Collect barrier integrity data on every safety critical barriers in the facility (include wells and pipelines if applicable).

Risk Factors / Sources
=  Preventive maintenance deviation M, A ar
Preventive maintenance deviation yalar Accident Hazard (MAH) Bowties in the Facility Safety
ase

Overrides / Inhibits

Temporary changes/repairs
Downgraded Integrity Items

Open actions from audits/reviews
Hardware Barrier Assessment (HBA)

Area plots of the facility (plot plan)

STAGE 2: Barrier Data Analysis and Mapping

= Identify and assign each impaired barrier to the relevant MAH
bowties and area plot of the facility
Identify interactions from the impaired barrier using the logic/rule
sets
Assess barrier health status including interactions using the logic/rule
sets

STAGE 3: Visualize Cumulative Risk
Visualize the health of the barriers in the MAH bowties and Area plots
Check risk accumulation form threat to consequence lines on the bowties

SCE Groups

Enables Offline Decisions 1
= What is the general cumulative risk overview? Getting better or worse? 1
Cumulative effects of risk within each location of the site. Do we have l/
significant defect in adjacent barriers
How does this link to control of work? Should we break containment or
override in that area
What maintenance can we prioritize to reduce the risk? I\ J—

HSE Case

BARRIERS

V]
MEASURES
CONTROLS

Figure 2. Process safety cumulative risk assessment model/framework.

Case Studies

Two facilities were used for the case studies — a Floating Production Storage and Offloading (FPSO) facility
offshore Nigeria and a gas processing facility onshore Nigeria.

Case Study 1 - Application on FPSO Facility Offshore Niger-Delta Nigeria

A site visit to the FPSO facility was conducted. At the time of the visit to the facility: 65 preventive mainte-
nance deviations, 14 corrective maintenance deviations and 35 temporal changes/repairs and overrides/in-
hibits were identified. Figure 3 shows the distribution of the deviations in the FPSO facility. Out of the
3,557 tags in the facility, the total number of deviation is 114, representing 3.2% of the total number of tags.

The deviations were analyzed using the process safety cumulative risk assessment logic/rule. The mapping
of the impaired barriers using the functional location is shown in Figure 4 and the mapping of the impaired
barriers on the major accident hazard bowties of the High Pressure gas compression Functional Location
in the FPSO facility using the logic/rule set is presented in Figure 5.
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Figure 4. Mapping of impaired barriers by functional locations in the FPSO Facility.
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Figure 5. Mapping of impaired barriers on major accident hazard bowtie of HP Gas Compression func-
tional location in the FPSO Facility.

Case Study 2 - Application on Gas Processing Facility Onshore Niger-Delta Nigeria

A site visit to the facility was conducted. At the time of the visit to the facility: 18 corrective maintenance
deviations and 13 temporal changes/repairs and overrides/inhibits, one open action from hardware barrier
assessment and one open action from safety review were identified. Figure 6 shows the distribution of the
deviations in the gas plant facility. Out of the 1,995 tags in the facility, the total number of deviation is 33,
representing 1.7% of the total number of tags.

These deviations were analyzed using the process safety cumulative risk assessment logic/rule set. The
mapping of the impaired barriers using the functional location is shown in Figure 7 and the mapping of the
impaired barriers on the major accident hazard bowties of the Gas Dehydration & Export Functional Loca-
tion in the Onshore Gas Plant facility using the logic/rule set is presented in Figure 8. .
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Figure 7. Mapping of impaired barriers by Functional Locations in the Onshore Gas Plant Facility.
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Figure 8. Mapping of impaired barriers on major accident hazard bowtie of Gas Dehydration & Export
Functional Location in the Onshore Gas Plant Facility.

DISCUSSION

The process safety cumulative risk assessment logic/rule shown in Figure 1, highlights the “traffic light”
risk scoring for impairment of safety critical barriers in an operating petroleum plant. This logic/rule was
adjudged by the Focused number of people of process safety and asset integrity professionals as a very
simple and practical way to assess risks arising from impaired safety critical barriers. The logic/rule is in
line with the guidelines which recommended that scoring system should be on a list of safety critical barriers
whereby the status of each barrier is indicated using ‘traffic lights’ format [30]. It is also consistent with the
view expressed that “defined calculations” (referring to logic/rule) are to be used to perform computations
on the extracted safety critical data to place the data in a form that can be presented to plant management,
to eliminate variability in human interpretation of process safety risk levels [31]. The logic/rule also aligns
with the approach on the design of the “barrier status panel” in Norway using the same “traffic light” format
[25], even though the considerations for Green/Amber/Red scoring were a bit different.
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The focused participants adduced that the model/framework in Figure 2 provides a clear guidance on pro-
cess safety cumulative risk assessment and that the model literally covered every aspect of the process
safety cumulative risk assessment related to safety critical barrier impairment. This observation addresses
the concern that there is no consistent model or framework available for monitoring the health of barriers
which is the necessary input into cumulative risk assessment [3]. The Focused participants observed that
some petroleum facilities may have overwhelming number of deviations, making it very difficult and re-
source-intensive in collecting / filtering the data on the impaired barriers [25], given that the data is usually
in disparate systems, lacking a single point of access. This agrees with the view that monitoring of overall
asset integrity system of a production plant in a very objective and auditable way is challenging [5], further
exacerbated by lack of centralized data repository on barrier impairment and human limitations to capture
these data in an operating plants [32]. The participants also opined that due to the changing nature of these
barrier impairment data due to various interventions in a facility in space and time, the risk picture is far
from being static and is always in a state of flux. This finding is consistent with the view that barrier deg-
radation is far from being simple and constant and requires constant vigilance to maintain functionality [21].
This also agrees with the view that there are many variables that affect barrier performance and these are
ever changing [33]. The focused therefore recommended that some form of automation in data collection
should be investigated, to obviate these problems and provide the risk picture on real time basis. This aligns
with the view on the need for automation of data gathering and analysis for any model to be fit-for-purpose
for process safety cumulative risk assessment [9].

On Case Study 1 (FPSO facility) and the results of the mapping of the status of the deviations (impairments)
on the bowtie of the gas compression system of the FPSO facility shown in Figure 5, it is evident that there
is risk accumulation on the gas compression facility functional location on three threat lines — overpressure
due to equipment control failure, overpressure due to human factors and internal corrosion. This cumulative
risk picture was not evident in the overall deviation summary for the gas compression facility picture shown
in Figure 4, thereby reinforcing the value of the use of bowties to visualize risk accumulation.

For an example, on the threat of overpressure due to equipment failure on this system, there are 4 barriers
on the major accident hazard bowtie of the facility - equipment design specification, process alarm and
operator action, safety shutdown system and pressure relief system. Based on the process safety cumulative
risk assessment logic/rule, equipment design specification barrier is healthy (Green), process safety alarm
and operator action barrier is healthy (Green), safety shutdown system barrier is impaired (Amber) and
pressure relief system barrier is greatly impaired (Red). On the threat of internal corrosion on this system,
there are 2 barriers — material selection and corrosion allowance and corrosion inspection and testing. Of
these barriers, material selection and corrosion allowance is impaired (Amber) based on the rule set/logic
and corrosion inspection and testing is also impaired (Amber). On the recovery preparedness side (right
hand side of the bowtie), there are 5 recovery preparedness barriers — gas detection system, ignition control
system, fire detection system, fire and explosion protection system and emergency response, protecting
against injuries/fatalities and asset damage. Of all these barriers, gas detection system and fire detection
system are impaired (Yellow) based on the deviations in the system and according to the rule set/logic.
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On Case Study 2 (Onshore Gas Plant) and the results of the mapping of the status of the deviations (impair-
ments) on the gas dehydration & export facility on the onshore gas plant shown in Figure 8, it is also evident
that there is accumulation of risk on the functional location. This cumulative risk picture was not evident
in the overall deviation summary for the gas dehydration facility picture shown in Figure 7. For example,
on the threat line of internal corrosion on this facility, there are 2 barriers — material selection and corrosion
allowance and corrosion inspection and testing. Of these barriers, material selection /corrosion allowance
barrier is healthy (Green) based on the rule set/logic and corrosion inspection and testing is highly impaired
(Red). On the threat of structural failure on this system, there are 2 barriers — design specification and
structural inspection / testing. Of these barriers, design specification is impaired (Amber) based on the rule
set/logic and structural inspection and testing is healthy (Green).

The process safety cumulative risk assessment model/framework therefore represents a transparent and
visible way of visualizing cumulative risk in a facility, for decision support in reducing major accident risk
potential in daily operation of petroleum facilities. The model/framework will also help to eliminate varia-
bility in human interpretation of risk levels [31] and reduce reliance on expert opinion about risk levels in
a facility. Due to the changing nature of the barrier impairments in time and space, the need for a web-based
software for automation of barrier impairment data collection and real-time visualization of the cumulative
risk picture was also established

CONCLUSIONS

The aim of this study was to develop process safety cumulative risk assessment framework/model for major
accident prevention in petroleum operations in Niger-Delta Nigeria. Qualitative data was gathered and the
data was analyzed using qualitative techniques. A focused number of people of process safety and asset
integrity professionals were used to test the model/framework. Validating the model/framework was carried
out in a workshop by the focused number of people using two case studies.

Through this exploratory study, a process safety cumulative risk logic/rule and process safety cumulative
risk assessment model/framework were developed and validated. The results indicate that the process safety
cumulative risk assessment framework/model offers a robust mechanism for providing visibility on process
safety cumulative risks for improved operational decision making. When applied properly, the
model/framework will help to reduce the risk of major accident in daily operations on petroleum facilities
by:
1. Improving visibility of process safety risks across all areas of the operating facility
2. Facilitating management decision to deviate or extend the target due date of any of the process safety
action item after taking the cumulative risk into consideration.
3. Having a clear visualization of “Gap to ALARP (As Low as Reasonably Practicable” for management
of Major Accident Hazards and allows effective and better-informed risk-based decision making for:
a) Deviation and deferral management
b) Management of Change approvals
C) Maintenance work prioritization
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d) Override implementation
e) Simultaneous operations management
One improvement area identified in the model/framework is the need for a web-based software for auto-
mation of barrier impairment data collection and real-time visualization of the cumulative risk picture.
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