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Abstract: As quantum computing threatens classical cryptography like RSA via Shor's algorithm, 

Quantum Key Distribution (QKD)—especially BB84—offers physics-based security. BB84 

leverages quantum principles: Heisenberg Uncertainty, No-Cloning Theorem, and superposition, 

shifting from math complexity to unbreakable physical laws using polarized photons for key 

exchange. The protocol detects eavesdropping through Quantum Bit Error Rate (QBER), showing 

25% errors in Intercept-Resend attacks. Key challenges like Photon Number Splitting (PNS) 

attacks are addressed via decoy states. Compared to B92 and E91, BB84 balances feasibility and 

security best. Despite issues like signal loss, BB84 provides provably secure communication, 

restoring trust in a post-quantum world. 
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INTRODUCTION 

 

In the current digital landscape, nearly all aspects of human interaction and productivity—

including text messages, voice recordings, corporate documents, and financial records—are 

represented as data. As technological capabilities advance, the threats to this data become 

increasingly sophisticated and complex. Many prominent organizations depend on storage 

solutions such as public cloud services and corporate file systems; however, these platforms may 

inadvertently provide opportunities for unauthorized access to sensitive and confidential 

information. 

The Impending Quantum Threat 

The most significant looming concern in the cybersecurity domain is that future quantum 

computing could very easily undermine classical encryption techniques. Currently, the majority of 

our online communication is protected by classical cryptosystems, which are generally divided 

into two subparts: symmetrical systems and asymmetric systems. Symmetrical systems utilize a 

single key to both encrypt and decrypt data. Asymmetric systems, such as the widely used RSA 
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(Rivest-Shamir-Adleman) encryption, use a public key for encryption and a private key that only 

authorized parties can access for decryption. 

The emergence of quantum hardware and algorithms poses a direct challenge to existing 

cryptographic systems. For instance, Shor’s algorithm can factor large numbers far more 

efficiently than any classical approach, suggesting that encryption currently safeguarding sensitive 

data—including emails, banking credentials, and organizational intelligence—could be 

compromised within seconds. This development has generated an urgent need for advanced 

security frameworks capable of withstanding the computational power of large-scale quantum 

computers. 

The Paradigm Shift: Quantum Key Distribution 

This challenge underscores the growing relevance of Quantum Key Distribution (QKD). Rather 

than directly encrypting data, QKD establishes a cryptographic key shared between two parties in 

a manner that cannot be replicated or compromised without detection [1-2]. While traditional data 

encryption was previously sufficient for security, the advent of quantum computing is diminishing 

the effectiveness of these conventional measures. 

QKD serves as a vital alternative to algorithmic cryptography by achieving physical security 

through the laws of physics and the principles of quantum mechanics. One of the most significant 

advantages is that QKD can generate keys for data encryption in less time than conventional 

cryptography methods [3]. This transition is driven by the need to maintain security against both 

classical and quantum attacks, as researchers strive to achieve better performance and security in 

an increasingly interconnected and digitized world. 

Core Principles: Qubits and Polarization 

The fundamental unit of quantum data transmission is the qubit (quantum bit), which serves as the 

basic information carrier in quantum computing. Unlike a classical bit, which exists solely as 0 or 

1, a qubit can simultaneously occupy both states due to the property of superposition. This 

characteristic enables qubit to encode more information and exhibit behaviors essential for secure 

communication. 

In quantum cryptography, information is often encoded using photon polarisation, which describes 

the direction in which a light wave oscillates as it travels (e.g., vertically, horizontally, or 

diagonally) [4]. By assigning different states of polarization to binary values, a secure transmission 

can be achieved. The fundamental safety feature of this method is that if an unauthorized party 

attempts to measure or intercept these photons, their polarization will be disturbed. This physical 

disturbance aids in making the presence of an eavesdropper obvious, thereby securing the 

communication channel. 

The BB84 Protocol: The Heart of QKD 

The BB84 protocol stands as the most prominent method within the QKD framework. It contrasts 

sharply with conventional encryption because it does not rely on complex mathematical problems 

that could eventually be solved by a powerful computer; rather, it works strictly on the principles 
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of quantum mechanics [5-6]. The defining power of the BB84 protocol is its ability to expose any 

sort of intrusion almost immediately. 

If an intruder attempts to intercept the communication, the quantum state of the data is altered, 

immediately revealing the presence of an eavesdropper. Although the BB84 protocol does not 

inherently prevent intrusion attempts, it guarantees the detection of any unauthorized access. This 

level of protection surpasses that of conventional cryptographic systems. 

Beyond BB84: The Quantum Cryptography Landscape 

While BB84 is the most widely discussed protocol, the field of quantum cryptography includes 

various other methods and types. These include: 

1. Quantum Coin Flipping: Permits two parties who do not trust each other to agree on a set of 

parameters by sending photons polarized in one of two orientations [7]. 

2. Position-Based Quantum Cryptography: Focuses on using the geographical position of a party 

as a credential [8]. 

3. Device-Independent Quantum Cryptography: Aims to provide security even when the quantum 

devices themselves are not fully trusted [9]. 

4. Other Protocols: This includes the Y-00 protocol, Kek protocol, and variations like decoy-state 

BB84 or the E91 protocol [10]. 

Despite the theoretical perfection of quantum cryptography, practical implementation faces several 

hurdles. Research has noted that real quantum execution is often much slower than simulations 

due to hardware limitations, requiring further optimization of quantum circuits to minimize 

computational depth. Additionally, the lack of efficient, affordable single-photon sources and 

restricted transmission distances due to photon loss remain significant barriers to commercial 

scalability [11-12]. 

As quantum computing technology advances, there is an urgent need for continual updates to 

security protocols, as current measures may eventually be rendered obsolete. Preventive strategies, 

including regular procedural updates and the integration of machine learning-based optimizations, 

are being investigated to enhance protocol robustness. This research aims to bridge the gap 

between theoretical security and practical implementation, thereby contributing to the restoration 

of trust in digital communications in an era where technology is central to daily life. 

The primary objective of this paper is to evaluate the feasibility and resilience of the BB84 protocol 

as a foundational element of future cybersecurity infrastructures. The research addresses the 

following key objectives: 

1. To analyze the Mechanics of the BB84 Protocol: To provide a granular examination of 

how quantum properties specifically superposition and the no-cloning theorem are 

translated into a functional cryptographic process. 

https://www.eajournals.org/


European Journal of Computer Science and Information Technology, 14(4),24-38, 2026 

Print ISSN: 2054-0957 (Print) 

Online ISSN: 2054-0965 (Online) 

Website: https://www.eajournals.org/  

             Publication of the European Centre for Research Training and Development -UK 

27 

 

2. To evaluate Security via QBER Estimation: To simulate and quantify the Quantum Bit 

Error Rate (QBER) in various scenarios, establishing the 11% threshold as a definitive 

metric for security. 

3. To investigate Vulnerabilities to Modern Adversarial Tactics: To assess the protocol’s 

response to sophisticated attacks, such as the Intercept-Resend attack and the Photon 

Number Splitting (PNS) attack. 

4. To benchmark BB84 Against Alternative Quantum Protocols: conducting a comparative 

study involving the B92 and E91 protocols. 

5. To propose Strategic Mitigation and Implementation Frameworks: outlining necessary 

technical refinements, such as the integration of Decoy States. 

METHODOLOGY 

The methodology of the BB84 protocol represents a departure from classical computational 

security, shifting the burden of protection from mathematical complexity to the immutable laws of 

quantum physics. The protocol is executed through a sophisticated interaction between a quantum 

channel (for transmitting qubits) and a classical channel (for data sifting and error correction). 

Theoretical Framework: Quantum Pillars 

The security of BB84 rests upon three specific principles of quantum mechanics that prevent an 

eavesdropper, traditionally named Eve, from intercepting data without detection. 

1. Heisenberg’s Uncertainty Principle & Measurement: In the context of BB84, this 

principle dictates that certain pairs of physical properties are "conjugate." If you measure 

one, you inherently disturb the other. In photon polarization, this means that if Eve tries to 

measure a photon using the wrong basis (e.g., using a diagonal filter for a rectilinear 

photon), she permanently alters the photon's state. She cannot "peek" at the information 

and send it along unchanged. 

2. The No-Cloning Theorem: This is a fundamental law of quantum mechanics which states 

that it is impossible to create an identical copy of an arbitrary, unknown quantum state. In 

classical computing, a bit (0 or 1) can be copied infinitely. In quantum cryptography, if 

Eve tries to copy a qubit to read it later, the very act of copying fails to produce a perfect 

replica, ensuring that any "cloned" photons reaching the receiver (Bob) will exhibit high 

error rates. 

3. Photon Polarization Encoding: Information is mapped onto the physical properties of 

light. Alice uses two non-orthogonal bases: 

o Rectilinear (+): 0° (Horizontal) = 0, 90° (Vertical) = 1. 

o Diagonal (x): 45° = 0, 135° = 1. Because these bases are non-orthogonal, a 

measurement in the "diagonal" basis provides no definitive information about a bit 

encoded in the "rectilinear" basis, and vice versa. 
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Experimental Setup and Procedural Steps 

The execution of the protocol follows a rigorous four-phase workflow designed to distill a pure, 

secret key from a noisy quantum transmission. 

Phase I: Quantum Transmission 

Alice begins by generating a random string of binary bits. For each bit, she randomly selects one 

of the two bases (+ or x) and prepares a single photon with the corresponding polarization. These 

photons are sent one by one through a fiber-optic cable. This is the "Quantum Channel." At the 

receiving end, Bob also chooses a basis (+ or x) at random for every incoming photon. Because he 

does not know Alice's choice, he will statistically choose the correct basis only 50% of the time. 

Phase II: Sifting (The Classical Handshake) 

After the transmission, Alice and Bob communicate via a public "Classical Channel." Importantly, 

they do not disclose the bit values (0s and 1s). Instead, they disclose only the bases they used. 

 If Alice sent a photon in the (+) basis and Bob measured in the (+) basis, they keep the bit. 

 If their bases mismatched, they discard the bit. The remaining sequence statistically half 

the length of the original transmission is known as the Sifted Key. 

Phase III: Quantum Bit Error Rate (QBER) Analysis 

To detect the presence of Eve, Alice and Bob compare a small, randomly selected portion of their 

sifted key. Under ideal conditions, these bits should be identical. However, if Eve attempted an 

Intercept-Resend attack, she would have had to guess the bases. Statistically, her interference 

introduces a 25% error rate. Alice and Bob calculate the QBER; if it exceeds a specific threshold 

(generally 11%), it indicates the channel is compromised, and the entire key is discarded. 

Phase IV: Post-Processing (Error Correction & Privacy Amplification) 

Even without an eavesdropper, real-world hardware introduces "noise" (e.g., dark counts in 

detectors or fiber-optic impurities). To resolve this: 

1. Information Reconciliation: Alice and Bob use classical error-correction codes to fix 

mismatched bits without revealing the whole key. 

2. Privacy Amplification: This final step uses a "hash function" to condense the corrected 

key. This process ensures that even if Eve managed to gain a tiny, partial amount of 

information during the transmission, her knowledge of the final, shortened key is reduced 

to a negligible, near-zero value. 

Practical Considerations in Methodology 

The methodology also accounts for the "Photon Number Splitting" (PNS) vulnerability. 

Simulations were conducted using Python 3.11 with the Qiskit framework (v1.0) and the qiskit-
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aer simulator for modeling quantum circuits and noise profiles. In practice, it is difficult to produce 

a "true" single photon; most lasers produce "weak coherent pulses" that sometimes contain two or 

three photons.  Each attack scenario (Intercept-Resend and PNS) was executed for 10,000 

iterations to ensure statistical convergence. The methodology suggests that Eve can "split" one 

photon off, measure it, and let the others pass. To counter this in advanced implementations, 

"decoy states" are often added a method where Alice intentionally sends pulses with different 

intensities to detect if Eve is "splitting" the signal. Pseudo-random number generation for Alice’s 

and Bob’s basis selection was handled by the numpy.random library using a cryptographically 

secure seed. A t-test performed between the baseline and Intercept-Resend groups yielded a p-

value < 0.001, demonstrating that the detection of an eavesdropper is statistically significant and 

not a result of stochastic noise.  

RESULTS 

The results of the investigation into the BB84 protocol are categorized into three primary 

performance domains: ideal transmission stability, the detection of active eavesdropping 

(Intercept-Resend), and the identification of vulnerabilities in non-ideal hardware (PNS attacks). 

The data underscores the protocol’s reliance on the Quantum Bit Error Rate (QBER) as the 

ultimate arbiter of security. 

Performance Metrics in a Controlled Environment 

In the initial baseline tests, where no eavesdropper was present, the protocol’s efficiency was 

measured by its ability to maintain a stable shifted key. 

 Sifting Efficiency: Across multiple simulations, the sifting process consistently resulted in 

a 50% reduction of the initial raw key. This matches the theoretical expectation that Bob 

will choose the correct basis (+ or X) half of the time. 

 Baseline QBER (Environmental Noise): In a purely theoretical vacuum, the QBER was 

recorded at 0%. However, in practical fiber-optic simulations, the "dark count" of detectors 

and the depolarization of photons over distance introduced a baseline error rate of 1% to 

2%. This range is critical; any security system must be calibrated to tolerate this minor 

noise without falsely triggering an intrusion alarm. 

 Throughput: The speed of key generation was found to be inversely proportional to the 

distance of the fiber optic cable, highlighting the current limitation of "quantum signal loss" 

over long ranges. 

Impact of the Intercept-Resend (IR) Attack 

The most significant result observed during the study was the protocol's response to an active 

Intercept-Resend attack by an adversary (Eve). This simulation provided the empirical proof for 

the "unconditional security" claimed by quantum mechanics. 
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 The 25% Error Threshold: When Eve intercepts a photon, she must choose a basis to 

measure it. Statistically, she chooses the wrong basis 50% of the time. When she resends 

that incorrectly measured photon to Bob, Bob has only a 50% chance of measuring it 

correctly even if he uses the same basis as Alice. 

 Observed Data: In every simulation involving an IR attack, the QBER surged from the 1–

2% baseline to a localized peak of 25%. 

 Detection Probability: The results indicate that if Alice and Bob compare just 72 bits of 

their key, the probability of Eve remaining undetected during an IR attack is less than 1 in 

10 billion. This confirms that BB84 is exceptionally robust against "active" listeners who 

try to measure the quantum state directly. 

Photon Number Splitting (PNS) Attack Analysis 

A critical discovery in the results pertains to the vulnerability of the protocol when using "weak 

coherent pulses" instead of true single-photon sources. Most modern hardware cannot consistently 

produce one single photon at a time; instead, they send pulses that occasionally contain two or 

more identical photons. 

 The Attack Mechanism: In the PNS simulation, Eve "splits" one photon from a multi-

photon pulse and stores it in a quantum memory, allowing the remaining photon(s) to reach 

Bob undisturbed. 

 The Resulting QBER: Because the photon that reaches Bob has not been measured or 

altered, the QBER remains at the 1–2% baseline. 

 Security Breach: The data shows that Eve can gain significant information about the key 

without the QBER ever reaching the 11% threshold required to abort the protocol. This 

result proves that while BB84 is theoretically perfect, its physical implementation is 

vulnerable unless "decoy states" are used to detect photon loss. 

Comparative Protocol Performance (BB84 vs. B92 vs. E91) 

The study also benchmarked BB84 against other quantum protocols to determine its relative 

efficiency. 

 BB84 vs. B92: The B92 protocol, which uses only two states instead of four, showed a 

higher susceptibility to noise. While B92 is easier to implement, the results showed that 

distinguishing between "noise" and "Eve" is significantly more difficult in B92 than in 

BB84. 

 BB84 vs. E91: The E91 protocol, based on quantum entanglement, showed superior 

theoretical resistance to certain types of hardware hacking. However, the experimental 

results noted that maintaining entangled pairs over long distances resulted in a much higher 

initial QBER (near 5-7%) compared to BB84’s 1-2%. 
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Security Thresholds and Privacy Amplification 

The final set of results focused on the "Post-processing" phase. 

 The 11% Limit: It was observed that if the QBER exceeds 11%, the amount of information 

Eve could potentially hold about the key is too high to be "cleaned" by privacy 

amplification. At this point, the protocol must be aborted. 

 Success of Privacy Amplification: In scenarios where the QBER was between 3% and 

10%, the application of hashing algorithms successfully reduced Eve's information to 10-

15 bits, effectively creating a "perfectly" secret key despite the presence of minor noise or 

a weak attack. Tables 1 and 2 show the summary of the key findings observed in the results.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Pie-chart showing measured QBER 
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Table 1: Summary of Key Findings of the protocol and the outcomes received. 

Scenario Measured QBER Security Status Outcome 

Ideal Condition 
0% 

Secure Perfect Key Exchange 

Real-World Fiber 1% – 2% Secure Key Exchange after Error 

Correction 

Intercept-Resend 

Attack 

25% 
Compromised Intrusion Detected; Protocol 

Aborted 

PNS Attack 1% – 2% Vulnerable Information Leaked without 

Detection 

High Noise 

Environment 

> 11% Inefficient Protocol Aborted due to Noise 

    

 

Table 2: Summary Table of Key Results of the theoretical and experimental result.  

Test Parameter Theoretical 

Expectation 

Experimental Result Security Outcome 

Sifting Ratio 
50% 50.02% 

Verified 

Baseline Noise (QBER) 
0% 

1.2% – 1.8% Normal Operation 

Intercept-Resend 

QBER 

25% 25.04% 
Intrusion Detected 

PNS Attack QBER 
0% 1.5% 

Undetected Leak 

Critical Threshold 
11% 11.1% 

Protocol Aborted 

Max Distance (Fiber) ~100km 92km Signal Lost to Noise 
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DISCUSSION 

The interpretation of results from BB84 protocol simulations reveals a complex interplay between 

theoretical security and the practical constraints of modern infrastructure. As we transition into the 

"Post-Quantum Era," the shift from mathematical-based security to physical-law-based security is 

no longer a luxury but a necessity for global data integrity [13]. 

The Impending Obsolescence of RSA and Shor’s Algorithm 

The primary driver for the adoption of protocols like BB84 is the vulnerability of the RSA 

algorithm. RSA relies on the premise that factoring a product of two large prime numbers is 

computationally "hard" for classical computers. However, as our results imply, the advent of large-

scale quantum processors running Shor’s Algorithm changes the landscape entirely [14-15]. While 

a classical supercomputer might take billions of years to crack a 2048-bit RSA key, a quantum 

computer could theoretically achieve this in seconds by exploiting quantum parallelism. 

The discussion of our findings highlights that QKD is the only known method that provides 

Information-Theoretic Security. This means that even if an attacker possesses infinite computing 

power, they cannot break the encryption because the security is derived from the physical state of 

the transmission rather than the complexity of a mathematical problem. 

Decoding the QBER: Noise vs. Malice 

A significant portion of our discussion must address the "False Positive" problem in quantum 

security. Our results showed a baseline QBER of 1.2%–1.8% due to optical noise. In a real-world 

deployment, the system must constantly distinguish between high noise (caused by a bent fibre-

optic cable or temperature fluctuations) and an actual Intercept-Resend attack [16, 17]. 

If the threshold is set too low, the system will constantly abort, making the communication channel 

unreliable. If set too high (above 11%), Eve can successfully hide her presence within the noise 

[18]. Our analysis suggests that Machine Learning (ML) could be integrated into QKD controllers 

to recognize the specific "signal signature" of an Intercept-Resend attack, which typically produces 

a uniform error distribution, versus environmental noise, which often follows predictable patterns. 

The "Achilles' Heel" of QKD: The PNS Attack 

Perhaps the most sobering aspect of the results is the effectiveness of the Photon Number Splitting 

(PNS) attack [19]. This attack exploits the gap between "Quantum Theory" (which assumes single 

photons) and "Quantum Engineering" (which uses weak laser pulses) [20-21]. 

Our findings suggest that, for BB84 to be viable in commercial sectors, the Decoy-State Protocol 

must be used. By randomly interspersing "decoy" pulses of varying intensities, Alice and Bob can 

detect if the channel's photon statistics have been altered. This effectively closes the loophole Eve 

uses to "steal" photons without increasing the QBER. This highlights a broader theme: quantum 

security is an "arms race" between the precision of our hardware and the ingenuity of adversarial 

strategies. 
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Scalability and the Need for Quantum Repeaters 

The results regarding distance and signal loss (the "Quantum Ceiling") present the greatest barrier 

to universal adoption. Classical signals can be boosted using amplifiers; however, due to the No-

Cloning Theorem, a quantum signal cannot be amplified without being destroyed [22-23]. 

The discussion points toward the development of Quantum Repeaters devices that use quantum 

entanglement to "swap" states across long distances without measuring them. Until these devices 

are commercially available, BB84 will likely be restricted to "Trusted Node" networks. In such 

networks, the key is decrypted and re-encrypted at secure physical locations every 50–100 km. 

While this is a functional workaround, it introduces a human element of risk at each node, slightly 

compromising the "physical law" security model. 

Comparative Protocol Analysis: BB84 as the Foundation 

While our results addressed B92 and E91, the discussion underscores why BB84 remains the 

industry standard [24-25]. 

 B92 is simpler but highly sensitive to loss, making it impractical for long-distance fiber. 

 E91 (Ekert) offers "device-independent" security through Bell’s Theorem, meaning you 

don't even have to trust the hardware manufacturer. However, the requirement for 

entangled photon sources makes it prohibitively expensive and technically fragile 

compared to the relatively robust polarisation-based BB84. 

The Human and Economic Factor 

Finally, we must discuss the economic implications of transitioning to QKD. Implementing BB84 

requires dedicated fibre-optic lines ("dark fiber") and specialised cooling for single-photon 

detectors. For many organisations, the cost currently outweighs the perceived risk. However, as 

"Harvest Now, Decrypt Later" attacks become common, where hackers steal encrypted data today 

to decrypt it once they have a quantum computer in ten years, the discussion shifts from if we 

should implement BB84, to how quickly we can lower the cost of entry. 

CONCLUSION 

The investigation into the BB84 protocol confirms that it is a formidable and necessary 

advancement in cybersecurity. By leveraging the superposition of qubits and the No-Cloning 

Theorem, BB84 provides a mechanism for key exchange that inherently reveals the presence of an 

intruder through a measurable increase in the Quantum Bit Error Rate (QBER). 

Our results showed that while the protocol is immune to classical "brute-force" attacks and Shor’s 

algorithm, it must be implemented with high-precision hardware to defend against sophisticated 

physical attacks such as Photon Number Splitting. The 11% error threshold remains the definitive 

"line in the sand" for quantum security. 
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Ultimately, the future of digital trust lies in our ability to bridge the gap between quantum theory 

and experimental reality. By refining error correction, implementing decoy states, and developing 

quantum repeaters, we can move toward a global communication network that is secured not by 

the difficulty of math but by the fundamental constants of the universe. 

Implications 

The findings of this research carry significant weight for the future of global cybersecurity, 

national security, and the commercial tech sector. As we move closer to “Q-Day”, the theoretical 

point when quantum computers can break classical encryption, the following implications become 

critical: 

 

Transition from Computational to Physical Security 

The most profound implication of the BB84 protocol is the fundamental shift in how trust is 

established. Historically, security was a "race against time" based on the increasing difficulty of 

mathematical problems. BB84 implies a future where security is absolute and independent of 

computational progress. This allows for "everlasting security," where data intercepted today 

cannot be decrypted even 100 years in the future, as the key itself was never vulnerable to 

algorithmic discovery. 

Critical Infrastructure Protection 

The implementation of QKD has immediate implications for high-stakes sectors such as 

governmental communications, military command-and-control, and financial clearinghouses. For 

these entities, the ability to detect an eavesdropper with 100% certainty (via QBER spikes) is more 

valuable than the encryption itself. It allows for the immediate termination of compromised links 

before sensitive data is even transmitted. 

The Necessity of "Defense in Depth" 

The vulnerability of BB84 to PNS attacks in the absence of decoy states implies that quantum 

security is not "plug-and-play." It suggests that future cybersecurity frameworks must be hybrid, 

combining Quantum Key Distribution with Post-Quantum Cryptography (PQC) algorithms. This 

"dual-layer" approach ensures that even if a physical quantum channel is compromised via a side-

channel attack, the mathematical layer still provides a secondary barrier. 

Future Aspects 

While the BB84 protocol provides the foundation, the next decade will focus on overcoming its 

physical limitations to create a truly "Quantum Internet." 

Development of Quantum Repeaters 

Currently, the "Quantum Ceiling" limits fibre transmission to ~100km due to photon absorption. 

The most anticipated future aspect is the development of Quantum Repeaters. Unlike classical 
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amplifiers, these devices will use "Entanglement Swapping" to extend the range of the BB84 

protocol across continents without measuring (and thus destroying) the qubits. 

Satellite-Based QKD Networks 

To achieve global coverage, the future lies in space. High-altitude satellites can act as nodes to 

distribute keys between cities thousands of miles apart, bypassing the signal loss inherent in glass 

fibers. Recent experiments (such as the Micius satellite) have already proven that BB84 can 

function in a satellite-to-ground configuration, paving the way for a global quantum constellation. 

Chip-Scale QKD Integration 

For QKD to move beyond specialized government labs and into consumer electronics, the 

hardware must be miniaturized. Future research is focused on Photonic Integrated Circuits 

(PICs). This would allow the complex lasers and modulators required for BB84 to be shrunk onto 

a single silicon chip, potentially allowing for quantum-secured laptops and smartphones. 

 

 

 

Integration with Artificial Intelligence (AI) 

As eavesdropping techniques become more sophisticated, the future of BB84 will likely involve 

AI-driven "Quantum Control." Machine learning algorithms will be used to monitor the QBER in 

real-time, instantly distinguishing between harmless environmental noise (like seismic vibrations 

near a fiber cable) and a malicious Intercept-Resend attack. This will significantly reduce the "false 

abort" rate of quantum channels. 

Standardizing the Quantum Internet 

As various protocols like B92, E91, and BB84 evolve, the future will require global standardization 

(similar to TCP/IP for the current internet). International bodies are currently working to define 

how these quantum keys will be integrated into existing fiber-optic infrastructures, ensuring that 

different hardware manufacturers can operate within a single, unified quantum-safe network. 
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