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Abstract: Insider threats remain one of the most difficult cybersecurity risks to detect because 

malicious activities often originate from legitimate users operating within authorised 

boundaries. Machine learning techniques have increasingly been applied to insider threat 

detection; however, there is limited empirical evidence comparing the effectiveness of classical 

machine learning models and deep learning architectures on large-scale behavioural datasets 

under realistic class imbalance conditions. This study presents a comparative performance 

evaluation of ensemble machine learning and neural deep learning models for insider threat 

detection using a large publicly available behavioural risk dataset comprising 299,880 

employee activity records. After rigorous preprocessing, feature engineering, and class 

balancing through controlled undersampling, four models were evaluated: Random Forest, 

Extreme Gradient Boosting (XGBoost), Multi-Layer Perceptron (MLP), and an Autoencoder-

enhanced MLP (AE-MLP). Experimental results show that ensemble tree-based methods 

outperform deep neural models on tabular behavioural data, with XGBoost achieving the best 

overall performance (Accuracy 0.894, F1-score 0.895, ROC-AUC 0.969). Deep learning 

models demonstrated competitive precision but lower recall, indicating reduced sensitivity to 

malicious behaviour patterns. To validate model behaviour, SHAP-based global feature 

importance analysis was applied to the best-performing model, confirming that predictions 

relied on meaningful behavioural indicators, including data transfer activity, printing 

behaviour, access timing, and employee role characteristics. The findings suggest that for 

structured insider threat datasets, optimised classical ensemble models remain more effective 

and computationally efficient than deep neural approaches, while lightweight explainability 

methods can provide useful behavioural validation without heavy interpretability overhead. 

Keywords: comparative study, ensemble, neural models, insider threat detection under class 

imbalance 

 

INTRODUCTION 

 

Insider threats pose an ongoing and evolving cybersecurity risk across government agencies, 

financial institutions, healthcare systems, and large enterprises. Unlike external attackers, 
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insiders operate with legitimate credentials and authorised access, allowing malicious or 

negligent actions to bypass traditional perimeter-based defences (Rathore, 2025). Insider 

incidents may include data exfiltration, intellectual property theft, misuse of privileged access, 

and policy violations, often carried out through patterns of behaviour that appear normal at first 

glance. The detection of such threats, therefore, requires behavioural modelling approaches 

capable of identifying subtle deviations from established activity norms (Inayat et al., 2024; 

Diana et al., 2025; Kamatchi & Uma, 2025). 

 

Recent advances in machine learning have significantly improved anomaly detection and 

behavioural risk modelling across cybersecurity domains. Both classical machine learning 

algorithms and deep learning architectures have been applied to insider threat detection tasks 

using activity logs, access records, and behavioural aggregates (Ofori et al., 2025; Tao et al., 

2025). Ensemble tree-based methods such as Random Forest and gradient boosting have 

demonstrated strong performance on structured tabular datasets, while deep neural networks 

offer powerful representation learning capabilities that may capture complex behavioural 

relationships (Cha et al., 2021; Reddy et al., 2025; Inyang & Johnson, 2025; Mienye & Swart, 

2024; Feng et al., 2024). However, despite widespread adoption, there remains a limited 

systematic comparison between classical machine learning and deep learning approaches for 

insider threat detection under realistic organisational data conditions. 

 

A major practical challenge in insider threat detection is severe class imbalance. Malicious 

insider activities typically represent a small fraction of total user behaviour, often below five 

per cent in operational datasets (Zheng et al., 2021; Yi & Tian, 2024). This imbalance can bias 

predictive models toward benign classifications, reducing recall for malicious cases and 

weakening operational usefulness. Model comparison studies must therefore consider 

imbalance mitigation strategies, robustness, and detection sensitivity rather than accuracy alone 

(Javed et al., 2024; Raftopoulos et al., 2025). Furthermore, while explainable artificial 

intelligence techniques are increasingly integrated into security analytics, their role varies 

across research objectives (Sharma et al., 2025). In performance-centric comparative studies, 

explainability serves primarily as a validation mechanism to confirm that high-performing 

models rely on meaningful behavioural indicators rather than spurious correlations. 

 

This study conducts a comparative evaluation of classical machine learning and deep learning 

models for insider threat detection using a large behavioural dataset derived from 

organisational activity indicators. The evaluated models include Random Forest, Extreme 

Gradient Boosting (XGBoost), Multi-Layer Perceptron (MLP), and an Autoencoder-enhanced 

MLP (AE-MLP). The investigation focuses on detection performance, robustness under class 

imbalance handling, and modelling effectiveness for structured behavioural data. 

Explainability is incorporated in a limited, supportive capacity through SHAP-based global 

feature importance analysis of the best-performing model, as this method provides reliable and 

transparent insights into how key behavioural features influence model predictions without 

shifting the primary focus away from performance evaluation (Lu et al., 2023; Attai et al., 

2023). This study investigates which modelling paradigm, ensemble machine learning or deep 

learning, achieves superior detection performance for insider threats under realistic behavioural 

data conditions. The main contributions of this study are as follows: 
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 A comparative evaluation of ensemble machine learning and deep learning models on 

a large insider threat behavioural dataset 

 Performance analysis using multiple evaluation metrics, including precision, recall, F1-

score, and ROC-AUC 

 Examination of model behaviour under class imbalance mitigation through 

reproducible undersampling 

 Lightweight explainability validation using SHAP global feature importance to confirm 

behavioural relevance of model predictions 

 

The remainder of this paper is organised as follows. Section 2 presents the methodology 

adopted in this study, including a detailed description of the insider threat dataset, 

preprocessing procedures, behavioural feature selection, data cleaning, and feature scaling 

using Min–Max normalization. Section 3 describes the experimental setup, outlining the 

evaluated machine learning and deep learning models, hyperparameter optimisation strategy, 

configuration of the multi-layer perceptron, the autoencoder-enhanced neural model, and the 

performance evaluation metrics. Section 4 reports and analyses the experimental results, 

providing a comparative performance assessment of ensemble and neural models for insider 

threat detection. The Conclusion summarises the key findings, discusses practical implications 

for organisational security, and highlights directions for future research. 

 

METHODOLOGY 

 

This study adopts a structured experimental methodology to compare the detection 

effectiveness of classical machine learning and deep learning models for insider threat 

detection using behavioural risk indicators. The methodology consists of dataset preparation, 

feature preprocessing and transformation, class imbalance mitigation, normalisation, model 

development, hyperparameter optimisation, and performance evaluation. A controlled and 

reproducible pipeline was implemented to ensure fair comparison across all models. The 

overall workflow includes data cleaning, feature encoding, temporal transformation, 

normalisation, class balancing through undersampling, and supervised model training. Four 

predictive models were evaluated: Random Forest, XGBoost, MLP, and an AE-MLP. 

Performance comparison focused on detection capability, robustness, and modelling 

effectiveness on structured behavioural data. This study adopts a structured experimental 

methodology to compare the detection effectiveness of classical machine learning and deep 

learning models for insider threat detection using behavioural risk indicators. The methodology 

consists of dataset preparation, feature preprocessing and transformation, class imbalance 

mitigation, normalisation, model development, hyperparameter optimisation, and performance 

evaluation as presented in Figure 1.  

 

The diagram illustrates the end-to-end workflow adopted in this study for insider threat 

detection, beginning with the Kaggle insider threat behavioural dataset and progressing through 

structured data preparation, modelling, and decision support stages. The pipeline starts with 

data preparation, where cleaning, encoding, feature transformation, and missing value 

imputation are performed to ensure analytical consistency. The processed data then undergoes 

class balancing through random undersampling and MinMax normalisation to address class 
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imbalance and scale feature values. The normalised dataset is used to train and evaluate 

multiple models, whose predictive outputs are assessed using standard performance metrics. 

SHAP analysis is applied to the best-performing model (XGBoost) to provide global feature 

importance insights. The combined evaluation metrics and SHAP results support final decision-

making by identifying the most effective and behaviourally meaningful model for insider threat 

detection. 

 
Figure 1. Workflow for Insider Threat Detection  

 

Dataset Description and Preprocessing 

This study utilises a publicly available insider threat behavioural dataset obtained from Kaggle 

(Bdil, 2025). The dataset is designed to model employee behavioural risk within an 

organisational environment using aggregated activity indicators rather than raw event logs. 

Each record represents a behavioural instance associated with an employee’s operational 

activity profile. The original dataset contains 299,880 records and 48 attributes before 

preprocessing. The class distribution reflects realistic insider threat sparsity: 284,940 records 

(approximately 95%) are labelled non-malicious, while 14,940 records (approximately 5%) are 

labelled malicious. This imbalance mirrors real organisational conditions where insider 

incidents are rare relative to normal activity. Although the dataset is aggregated, it preserves 

implicit temporal and behavioural characteristics through summary indicators such as total 

presence duration, night-time access flags, early entry and late exit indicators, weekend access 

markers, printing behaviour, and data transfer proxies. 

 

Feature selection focused on retaining behavioural and contextual attributes with predictive 

relevance to insider threat detection. Attributes exhibiting excessive missingness and limited 

analytical value were excluded. Specifically, the variables trip_day_number and country_name 

were removed due to sparsity and negligible contribution to behavioural modelling. Identifier-

related fields, including employee_id and date, were also removed before model training to 

prevent information leakage and ensure that models learned behavioural patterns rather than 

individual identities. This step is critical in behavioural risk modelling to avoid artificial 

performance inflation. 

https://www.eajournals.org/
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Data cleaning involved standardising variable types and ensuring numerical consistency across 

all features. Boolean attributes were converted into binary numerical representations (0 and 1). 

Categorical attributes describing organisational role, classification level, and location context 

were transformed using one-hot encoding. This encoding strategy supports both tree-based 

algorithms and neural network models while enabling the learning of non-linear interactions 

between contextual and behavioural variables. Feature engineering was applied to preserve 

behaviourally meaningful indicators. Derived variables representing access irregularities and 

deviation patterns, such as off-hours activity flags, early entry indicators, late exit indicators, 

and weekend access markers, were retained because they are strongly associated with insider 

threat behaviour in prior research. 

 

Temporal attributes such as first entry and last exit times were transformed into numerical 

representations expressed as minutes since midnight. This conversion enables models to 

capture time-of-day behavioural patterns using continuous numerical inputs. Missing values 

were handled using feature-specific imputation strategies guided by attribute semantics. For 

time-related variables, missing values were imputed using group-based median values 

computed from employees with similar organisational roles. This approach preserves 

behavioural realism better than global imputation and reduces distortion of role-dependent 

access patterns. 

 

The original dataset exhibits severe class imbalance, with malicious records representing 

approximately five per cent of all observations. Such an imbalance can bias predictive models 

toward the majority class and significantly reduce malicious case detection sensitivity. To 

mitigate this effect, random undersampling of the majority class was applied. All malicious 

records (14,940) were retained, while an equal number of non-malicious records were 

randomly selected without replacement. This produced a balanced dataset of 29,880 records 

with a 1:1 class ratio. Undersampling was implemented using the resample function from 

sklearn.utils with a fixed random seed (random_state = 42) to ensure reproducibility. This 

approach was selected because it prevents majority-class dominance during training, reduces 

computational overhead, and is well-suited for ensemble and tree-based models commonly 

used in insider threat detection. 

 

Feature scaling was performed using Min-Max normalisation, which transforms numerical 

features into a bounded range between 0 and 1, and the pre-processed dataset is presented in 

Figure 2. Normalisation was applied after encoding and feature transformation to ensure 

consistent feature magnitudes across variables. Min-Max scaling is particularly beneficial for 

neural network optimisation because it stabilises gradient updates and accelerates convergence. 

While tree-based models are generally scale-invariant, applying the same normalised inputs 

across all models ensures fairness and consistency in comparative evaluation.  
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Figure 2. Clean Insider Threats Dataset 

 

Experimental Setup 

 

Evaluated Models 

This study evaluates four supervised learning models to enable a controlled comparison 

between classical machine learning and deep learning paradigms for insider threat detection. 

Two ensemble-based classical machine learning models and two neural network–based deep 

learning models were selected to reflect widely adopted approaches for structured behavioural 

classification tasks. The models include Random Forest and XGBoost, both of which are 

known for strong performance on tabular datasets and robustness to feature interactions and 

nonlinearity (Imani et al., 2025). The deep learning models include MLP and AE-MLP. The 

MLP serves as a baseline neural classifier, while the AE-MLP incorporates representation 

learning through dimensionality compression before classification. This selection enables a 

balanced and meaningful comparison between ensemble learning and neural representation 

learning approaches under identical data conditions. 

 

Hyperparameter Optimisation 

To ensure fair and competitive performance across all evaluated models, hyperparameter 

optimisation was conducted using structured grid-based search spaces tailored to each 

algorithm. For the Random Forest model, the tuning process explored variations in the number 

of trees, maximum tree depth, minimum samples required for node splitting, minimum samples 

per leaf, and the number of features considered at each split. These parameters directly 

influence model complexity, generalisation capacity, and resistance to overfitting. For 

XGBoost, the search space included the number of boosting estimators, maximum tree depth, 

learning rate, subsampling ratios for both rows and columns, and the gamma regularisation 

parameter controlling split quality thresholds. These parameters jointly regulate boosting 

strength, model regularisation, and variance control. For the neural MLP model, 

hyperparameter tuning covered hidden layer sizes, L2 regularisation strength, and optimisation 

configuration using the Adam solver with rectified linear unit activation. The use of structured 

hyperparameter grids ensured that each model class was evaluated under well-tuned and 

reproducible settings rather than default configurations. 
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Multi-Layer Perceptron Configuration 

The Multi-Layer Perceptron model was configured as a feedforward neural classifier designed 

to learn nonlinear relationships among behavioural features (Abdurrakhman et al., 2025; Abu-

Doush et al., 2023). The architecture search considered single hidden-layer structures with 

moderate neuron counts to balance representational capacity and overfitting risk. Rectified 

Linear Unit activation functions were used to introduce nonlinearity and support stable gradient 

propagation. Optimisation was performed using the Adam optimiser due to its adaptive 

learning rate properties and proven effectiveness in tabular neural learning tasks. 

Regularisation strength was varied through L2 penalty parameters to improve generalisation. 

A constant learning rate schedule was employed to maintain stable convergence behaviour. 

This configuration provides a controlled neural baseline for comparison with ensemble tree-

based approaches. 

 

Autoencoder-Enhanced Neural Model (AE-MLP) 

To evaluate whether learned compressed representations improve insider threat detection, an 

autoencoder-enhanced neural architecture was developed. The autoencoder component was 

designed to learn a lower-dimensional latent representation of the normalised feature space 

before classification. The encoder network maps the input features through a hidden layer into 

a compact bottleneck representation, while the decoder reconstructs the original feature space 

from this compressed encoding (Wei et al., 2020; Saminathan et al., 2023). The architecture 

consists of an input layer followed by a 32-unit hidden layer and a 16-unit latent bottleneck 

layer, with a symmetric decoder structure that reconstructs the original input dimensionality. 

Training was performed using the Adam optimiser with a learning rate of 0.001 and mean 

squared error reconstruction loss. After training, the encoder portion was used to transform the 

original features into latent representations, which were then provided as inputs to a 

downstream MLP classifier. This hybrid approach allows assessment of whether representation 

compression and noise reduction improve classification performance for behavioural insider 

threat indicators. 

 

Evaluation Metrics 

Model performance was evaluated using multiple metrics to provide a comprehensive 

assessment of detection capability. Accuracy was used to measure overall classification 

correctness, while precision quantified the proportion of predicted malicious cases that were 

truly malicious. Recall measures the proportion of actual malicious cases correctly identified 

by the model, and is particularly important in insider threat detection, where missed threats 

carry significant operational risk. The F1-score was included as a harmonic mean of precision 

and recall to balance detection correctness and sensitivity. In addition, the Area Under the 

Receiver Operating Characteristic Curve (ROC-AUC) was computed to assess class 

separability across decision thresholds. Using multiple metrics ensures that model comparison 

reflects not only overall correctness but also threat detection sensitivity and discrimination 

strength, which are critical in security-focused predictive modelling. 

 

RESULTS 

 

The comparative performance of the evaluated models, XGBoost, Random Forest, MLP, and 

AE-MLP, was assessed using accuracy, precision, recall, F1-score, and ROC-AUC. All models 
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were trained and tested under identical preprocessing, normalisation, and class-balancing 

conditions to ensure the fairness of comparison. The experimental results show clear 

performance differences between classical ensemble machine learning models and deep 

learning architectures on the insider threat behavioural dataset, as shown in Table 1. XGBoost 

achieved the strongest overall performance across nearly all evaluation metrics, with an 

accuracy of 0.8944, precision of 0.8888, recall of 0.9016, F1-score of 0.8952, and ROC-AUC 

of 0.9691. Random Forest followed as the second-best performer, achieving an accuracy of 

0.8638 and ROC-AUC of 0.9458, with balanced precision and recall values. The deep learning 

models demonstrated lower overall detection performance. The MLP achieved an accuracy of 

0.8293 and ROC-AUC of 0.9198, while the AE-MLP achieved an accuracy of 0.7877 and 

ROC-AUC of 0.8704. Although AE-MLP produced relatively high precision (0.8681), its recall 

dropped substantially to 0.6784, indicating that many malicious cases were not detected. This 

recall reduction is operationally significant in insider threat scenarios where missed detections 

are costly. 

 

Table 1. Diagnostic Models Test Performance 

Algorithm Accuracy Precision Recall F1-score  ROC-AUC 

Machine 

Learning 

XGBOOST 0.8944 0.8888 0.9016 0.8952 0.9691 

RF 0.8638 0.8715 0.8534 0.8624 0.9458 

Deep 

Learning 

MLP 0.8293 0.861 0.7855 0.8215 0.9198 

AE-MLP 0.7877 0.8681 0.6784 0.7616 0.8704 

 

The results indicate that classical ensemble machine learning models provide superior detection 

effectiveness compared to deep learning models for structured insider threat behavioural data, 

as presented in Figure 3. XGBoost consistently achieved the best performance across accuracy, 

recall, F1-score, and ROC-AUC, demonstrating strong class separation capability and balanced 

detection behaviour. Random Forest also delivered robust results, confirming the effectiveness 

of bagging-based ensemble strategies for tabular behavioural risk indicators. Deep neural 

models showed mixed behaviour. The baseline MLP demonstrated moderate performance but 

did not match ensemble methods in recall or ROC-AUC. This suggests that shallow 

feedforward neural networks may not automatically outperform ensemble learners on 

engineered tabular features, even after normalisation. The AE-MLP hybrid model, which 

incorporated representation compression through an autoencoder, did not improve detection 

effectiveness and instead reduced recall significantly. This suggests that aggressive latent 

compression may remove subtle behavioural signals necessary for insider threat 

discrimination. 

 

A key observation is that deep models achieved relatively strong precision but weaker recall 

compared to ensemble models. From an operational security perspective, this implies that 

neural models were more conservative in flagging threats but missed more malicious instances. 

In contrast, XGBoost achieved both high precision and high recall, making it more suitable for 

detection-oriented deployment scenarios. These findings are consistent with broader tabular 

learning research, which has repeatedly shown that gradient boosting and ensemble trees often 

outperform deep neural networks on structured datasets unless extremely large-scale or raw-

feature inputs are available. 
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Figure 3. Model Test Performance 

 

To validate whether the best-performing model relied on behaviourally meaningful predictors 

rather than spurious correlations, SHAP global feature importance analysis was applied to the 

XGBoost model as presented in Figure 4. Only a global importance interpretation was 

performed, consistent with the study’s performance-focused objective and lightweight 

explainability scope. The SHAP summary results indicate that behavioural and contextual risk 

indicators primarily drive the model’s predictions. The most influential features include 

employee seniority duration, total files burned to media, employee classification level, printing 

activity counts, number of black-and-white prints, number of unique campus accesses, foreign 

citizenship status, entry frequency, total printed pages, and contractor status. Additional 

influential indicators include entry and exit timing variables, weekend access flags, total 

presence duration, and request classification levels. These features align closely with known 

insider threat behavioural risk factors, including abnormal data transfer behaviour, unusual 

printing volume, irregular access patterns, privilege-level context, and organisational role 

characteristics. The SHAP results, therefore, provide supporting evidence that the high-

performing model is learning behaviourally meaningful risk patterns rather than artefacts of 

preprocessing.  
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Figure 4: SHAP Summary Plot for XGBoost 

 

CONCLUSION 

 

This study presented a controlled comparative evaluation of classical machine learning and 

deep learning models for insider threat detection using a large behavioural risk dataset and a 

reproducible preprocessing pipeline. The investigation focused on detection performance, 

robustness under imbalance mitigation, and modelling effectiveness for structured 

organisational behavioural indicators. The results show that ensemble machine learning 

methods, particularly XGBoost, outperform deep neural approaches across accuracy, recall, 

F1-score, and ROC-AUC. Random Forest also demonstrated strong and stable performance. 

Deep learning models achieved competitive precision but lower recall, indicating weaker 

sensitivity to malicious behaviour patterns. The Autoencoder-enhanced neural model did not 

improve detection performance and reduced recall due to representation compression effects. 

Lightweight SHAP global feature analysis confirmed that the best-performing model relied on 

behaviourally meaningful risk indicators, including access irregularities, data transfer proxies, 

printing behaviour, and organisational role context. This supports the behavioural validity of 

the learned decision patterns. Future research can extend this work by evaluating hybrid 

ensemble–neural architectures that combine boosting with learned embeddings, as well as 

testing cost-sensitive and semi-supervised learning approaches that better reflect real-world 

insider threat prevalence. Additional investigation using sequential event logs and temporal 

deep learning models may further clarify the conditions under which deep architectures 

outperform ensemble methods. Incorporating streaming detection settings and cross-

organisational validation datasets would also strengthen generalizability. Finally, expanded 
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explainability analysis integrating temporal attribution and policy-aligned explanations could 

improve operational trust and analyst adoption. 
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