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Abstract: The increase in the use of the internet around the world provided easier way of 

communication and information sharing that has led to the huge challenge of data leakage 

on the network. In an academic environment such as higher institutions of learning, the 

need to ensure that access to data and sensitive information are given to authorized users 

become imperative. However, this is not always the case as security bridges are often 

experienced. This study proposed an RSA public key encryption algorithm, to prevent 

information leakage. The system developed RSA public key encryption algorithm, thus 

provided the required security mechanism that prevents information leakage in a public 

environment. 
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INTRODUCTION 

In today's digital era, information leakage is a critical concern for individuals, 

organizations, and governments. Unauthorized disclosure of sensitive data can result in 

financial losses, reputational damage, and privacy breaches. This research proposes a novel 

model that integrates multiple strategies to mitigate the risk of information leakage. 

With increasing reliance on technology and data sharing, various vulnerabilities arise. [1] 

highlight risks in third-party cloud computing, while [2] discuss potential leaks in 

collaborative deep learning. These challenges emphasize the urgency of developing robust 

preventive models. 
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Privacy preservation is essential in mitigating indirect leaks in collaborative learning [3]. 

Secure communication through quantum dialogue [4] can enhance confidentiality, 

leveraging quantum entanglement for secure exchanges. Additionally, blockchain 

technology provides accountability by maintaining immutable records, reducing leakage 

risks [5]. 

A comprehensive information-leakage-resilience framework, integrating policies, 

technological controls, and user awareness, strengthens security [6] However, risks persist 

in embedding models used in machine learning, necessitating additional safeguards [7]. 

Given the widespread use of deep neural networks, machine learning, and hardware-

oriented security, developing effective leakage-prevention models is more crucial than 

ever. By combining advanced technologies and organizational strategies, this research aims 

to enhance data security across various domains. 

Past research has struggled to prevent information leakage from zero-day vulnerabilities 

and novel attacks. Recent breaches in real-time systems highlight the need to integrate 

security as a fundamental design principle. Information leakage occurs across multiple 

platforms, yet existing research lacks comprehensive cross-platform solutions for mobile 

devices, cloud services, and traditional networks. Additionally, many security models face 

usability challenges, emphasizing the need for user-friendly prevention models with 

minimal false positives. 

A robust defense against information leakage requires combining multiple techniques. 

Machine learning models, such as clustering, decision trees, and neural networks, help 

detect unusual data access patterns indicative of leakage. Encryption algorithms like AES 

ensure data protection at rest and in transit. Access control models including role-based, 

attribute-based, and mandatory access control restrict unauthorized access to sensitive 

information. 

Data Loss Prevention (DLP) systems enhance security by monitoring data in motion, at 

rest, and in use, enforcing policies to prevent leakage. Adapting these methods to evolving 

threats is crucial for effective information security. 

The objective of this project is to develop an information leakage prevention model 

utilizing the RSA Public Encryption algorithm. This model aims to enhance data security 

by ensuring that sensitive information remains protected from unauthorized access and 

leakage. By leveraging RSA encryption, the project seeks to provide a robust mechanism 

for securing data both at rest and in transit. 

Additionally, the project will evaluate the performance of the developed model to assess 

its effectiveness in preventing information leakage. This evaluation will involve analyzing 

key security metrics such as encryption efficiency, computational overhead, and resistance 

to potential attacks. The findings will help determine the model's reliability and suitability 
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for real-world applications, ensuring that it meets the necessary security and usability 

standards. 

LITERATURE REVIEW 

[8] conducted research on information leakage between FPGA long wires. Their study 

highlighted the vulnerability of long wires in FPGA architectures to information leakage, 

which can be exploited by adversaries to gain unauthorized access to sensitive data. This 

finding underscores the need for robust approaches to prevent information leakage in 

electronic systems. 

Another study by [9] demonstrated electromagnetic information leakage from modern 

processor-memory systems. They highlighted the need for effective countermeasures to 

mitigate the risk of information leakage in such systems. In the domain of quantum 

communication, preventing information leakage is crucial to ensure the confidentiality and 

integrity of transmitted data. 

[10] focused on information leakage in efficient bidirectional quantum secure direct 

communication. They highlighted the challenges associated with information leakage in 

quantum communication protocols and proposed countermeasures to enhance the security 

of the communication process.  

[11] addressed the information leakage problem in high-capacity quantum secure 

communication with authentication using Einstein-Podolsky-Rosen pairs. Their study 

emphasized the need for robust authentication mechanisms to prevent information leakage 

in quantum communication systems. 

Cloud computing has gained widespread popularity in recent years, but it also poses 

significant challenges in terms of information leakage. [12] investigated information 

leakage in deduplicated storage systems. They demonstrated that deduplication, a 

commonly used technique in cloud storage, can lead to information leakage if not 

appropriately implemented. Their findings highlight the importance of implementing 

robust security measures to prevent information leakage in cloud storage systems. 

Machine learning models, although powerful and versatile, are also vulnerable to 

information leakage. [13] proposed a novel approach to measure data leakage in machine 

learning models using Fisher information. Their study highlighted the importance of 

understanding the information leakage risks associated with machine learning algorithms 

and developing techniques to quantify and mitigate these risks. This research contributes 

to the development of effective approaches for preventing information leakage in machine 

learning applications. 

In the broader context of information security, [14] discussed data and information leakage 

prevention. The study highlighted the various techniques and strategies that can be 

employed to prevent information leakage, such as access control, encryption, data loss 
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prevention, and user awareness training. The research emphasized the need for a 

comprehensive and multi-faceted approach to prevent information leakage, considering 

both technical and organizational aspects. 

In conclusion, preventing information leakage is a critical concern in various domains, 

including electronics, quantum communication, cloud computing, and machine learning. 

Existing models and approaches address the specific challenges associated with 

information leakage in these domains. The studies discussed in this section highlight the 

vulnerability of different systems to information leakage and propose countermeasures to 

prevent unauthorized disclosure of sensitive data. By considering the insights from these 

studies, researchers can develop a comprehensive model for preventing information 

leakage that takes into account the unique characteristics and challenges of each domain. 

Related Works 

According to the data leakage detection system proposed by [15] for improving probability 

of identifying leakages, in order to detect faulty agent, it made a change in data allocation. 

The system was able to detect faulty party without tempering integrity of the real data. [16] 

researched on the significance of data leakage which gave the ideas leading to social 

network analysis and clustering of text. The work emphasized on different data leakage 

preventions methods and their related problems. [17] designed a system that makes use of 

data allocation methods to increase detection of leakages. The robust mail filtering and 

information leakage system emanated from other applications. The system makes use of 

fingerprints of messages bodies and email addresses. The research work also emphasized 

that distributor need to calculate the aspects that make open records corresponding data 

leakages from various agents. 

[18] authored a Fast Detection of Transformed Data Leaks which focused on 

unpremeditated data leak detection. Detecting various loopholes for the exposure of 

important data was difficult due to data transformation. In the model designed, two types 

of sequences where analyzed i.e. sensitive data sequence that requires to be protected from 

unauthorized parties and content steps which is to be examined for various leaks. The 

content data may include records extracted from distributed system, or personal computers 

from supervised network channels. The sensitive data sequences are known to the analysis 

system. The sensitive data sequences make use of sequence alignment approaches for 

tracking the patterns in complex data leak which are known to the analysis system. [19] 

presented an approach to detect data leakages in a very secured communication in any ad-

hoc networks. A data provider can own vulnerable data of trusted agents, and some data 

can be revealed at such permitted place. There was extra security with encryption after the 

introduction of the fake objects. The system proposed described data loss and reduces 

performance degradation in a multi-agent environment; it is made up of cryptography and 

routing protocol execution at each strategic stage during the data transfer. [20] proposed a 

hybrid detection leakage framework that make use of both signature and anomaly-based 

solutions thereby leading to both detection and prevention. The system illustrates the 
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challenges in data loss detection and prevention through a running example within the 

healthcare domain and presents a framework to address these challenges. The aim of the 

system is to develop a framework for detection leakage programmed that employs an 

anomaly-based engine to detect anomalous transactions. The research work fails to show 

in detail the anomaly-based techniques adopted. [21] presented a work that seeks to explain 

the objectives and properties of the mobile agents in currently used architecture and 

platform of mobile world from the currently used approach RPC (Remote Procedure 

Calling) and new approach RP (Remote Programming) of the mobile network. There was 

little practical introduction to mobile agent technology and surveys the state of the art in 

mobile agent research. [21] explained the currently used approach for remote procedure 

calling and the new approach for remote programming of mobile network. For most mobile 

agent research, there were little practical introduction to technological application and 

surveys. [21] proceeds to develop a mobile app using The Aglet mobile-agent Model by 

gathering of relevant journal articles and categorizing them and describing the fundamental 

operations of Aglet mobile agent. The result of the research shows that it is purely 

descriptive. 

METHODOLOGY 

A conceptual model for Information leakage prevention is proposed using: RSA Public 

Encryption algorithm which are used to determine the semantic text classification of 

document and presents an innovative approach to secure communication without 

information leakage thereby providing accurate document classification. This gives clarity 

of data which in turn help against leakage in data communication. 

This will be considered to ascertain the effectiveness, reliability of the proposed system 

which will help in making recommendations. 
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 Fig 1: System architecture. 

Flow Chart of the Model 

A flowchart is the diagrammatic representation of an algorithm, for the proposed model, 

the flowchart is given below. 
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Fig 3: Flowchart for Encryption. 
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The proposed system operates in several stages, beginning with Key Generation. In this 

step, two large prime numbers, p and q, are selected and used to compute the modulus n = 

p × q. A public exponent e is chosen, ensuring it is relatively prime to (p-1)(q-1). Then, the 

private exponent d is calculated as the modular multiplicative inverse of e mod (p-1)(q-1). 

Next, in the Message Preparation phase, the plaintext message is converted into a numerical 

representation using an appropriate encoding scheme such as ASCII. If necessary, padding 

is applied to ensure the message is the correct length for encryption. 

During Encryption, the plaintext is divided into blocks of suitable length based on the 

chosen prime numbers. Each block is then encrypted using the formula: ciphertext = 

plaintext^e mod n. 

In the Transmission phase, the encrypted message (ciphertext) is sent to the intended 

recipient. 

The Decryption phase begins when the recipient receives the ciphertext. Each encrypted 

block is decrypted using the private key d, following the formula: plaintext = ciphertext^d 

mod n. 

Finally, the decrypted blocks are combined to reconstruct the original message, and any 

applied padding is removed in the Unpadding step, ensuring the final message is accurately 

restored. 
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Fig 3.2: Flowchart for Decryption. 

 

The proposed system operates by first receiving the encrypted message (ciphertext) from 

the sender. Once received, the system retrieves and verifies the private key (d) associated 

with the corresponding public key to ensure secure decryption. The ciphertext is then 

converted into a numerical representation to facilitate processing. 

Decode using Base 64 

Read each 512 Bytes of Encrypted 

Data 

Decrypt () Using RSA Function 

Is all Data 

Decrypted 

Collect all decrypted data and 

decompress data 

Plain Text End 



  European Journal of Computer Science and Information Technology,13(16),34-49, 2025 

 Print ISSN: 2054-0957 (Print)  

                                                                            Online ISSN: 2054-0965 (Online) 

                                                                      Website: https://www.eajournals.org/                                                        

              Publication of the European Centre for Research Training and Development -UK 

43 
 

During the decryption phase, each character in the ciphertext undergoes transformation by 

raising its numerical value to the power of the private exponent (d) modulo the modulus 

(n), effectively restoring its original numerical value. After this computation, the numerical 

values are converted back into their respective characters to reconstruct the original 

plaintext message. 

Finally, the decrypted message is made available for viewing and further processing, 

ensuring that the intended recipient can access and interpret the information securely. 

IMPLEMENTATION AND RESULT. 

For a system to be valuable, it must be put into practice and verified to ensure that it 

operates correctly and the model will be thoroughly tested and evaluated for accuracy by 

comparing the results obtained. This process will help to identify any potential issues or 

shortcomings in the system, which can then be addressed and resolved to ensure that the 

final product is of high quality. 

RSA Encryption / Decryption using python. 
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Fig 2: Examples 

 

      Fig 3: Alice public key 

 

                                               Fig 4: Bob public key 
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       Fig 5: Encrypted message 

 

         Fig 6: Decrypted message 

DISCUSSION 

The use of the proposed model in information leakage prevention demonstrated promising 

results, particularly on access control, data monitoring, and limits on information sharing. 

The simulation identified that the utilization of encryption mechanisms, multi-level 

authentication, and anomaly detection systems significantly reduced the risk of malicious 

access to information and leakage. Importantly, the multi-layer nature of the model allowed 

complete coverage of potential threat vectors, hence security breaches were avoided or 

detected easily. The system's ability to accurately determine unauthorized attempts at 

access made the model structure and logic valid. Having user behavior analytics and audit 

trail mechanisms made it important in differentiating between legitimate access and 

suspicious behavior. This study aligns with existing research on data leakage prevention 

but goes a step further to recommend a centralized and integrated model incorporating 

various proactive security mechanisms into one system. 

Additionally, the results of the simulation also indicated that organizations could maintain 

system performance in implementing the model, suggesting that good security need not 

compromise operational efficiency. This is important for scalability and real-world 

adoption within business contexts. Generally, the findings indicate that the proposed model 

is technically possible and practically realizable. But the deployment also revealed 

potential limitations, such as the need for regular updates of the baselines for anomaly 

detection and the merit of training users to reduce vulnerabilities caused by human error. 

Implications for Research and Practice 

This study contributes to information security literature through the proposition of a novel 

model that combines existing security methods into one structure with the purpose of 

preventing information leakage. It offers avenues for future research, particularly the 

optimization of security systems combining encryption, access control, and real-time 
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monitoring. In addition, future work can be conducted to design adaptive learning 

mechanisms capable of optimizing data leakage detection with respect to changing user 

behavior patterns. Comparative performance analysis against alternative models can also 

be undertaken to evaluate the proposed model's performance in terms of efficiency, 

scalability, and robustness in the face of different threat environments. Subsequent studies 

may further augment by experimenting on this model on other industries such as healthcare, 

banking, and public administration, in order to test its efficiency and versatility across 

different organizational domains. The model may also prove useful to practitioners as an 

operative and practical instrument for mitigating information leakage risk. It emphasizes 

the need for a multi-layered framework with preventive, detective, and corrective controls, 

backed up with continuous monitoring and audit to assist in ensuring compliance and 

allowing for early detection of anomalies. Importantly, the model further suggests user 

awareness and training as a way of optimizing the efficiency of technical controls, 

particularly against insider threats. Companies using this model will be able to anticipate a 

better information security position, reduced threat of data breach, and increased trust 

between clients, partners, and regulators. Its modular structure makes it adaptable to be fit 

into current IT systems with a minimal disruption of operations, so it is an appropriate 

solution for a large number of businesses. 

CONCLUSION 

The development of a model for preventing information leakage using the RSA public key 

encryption algorithm is a crucial step towards enhancing data security in various domains. 

RSA encryption provides a robust framework for securing sensitive information by 

employing a pair of keys; public and private. They play a vital role in encrypting and 

decrypting data. The model's effectiveness lies in its ability to ensure confidentiality and 

integrity of information, making it challenging for unauthorized parties to access or 

manipulate sensitive data. 

Through the utilization of RSA encryption, organizations can establish a secure 

communication channel, safeguarding data during transmission and storage. The 

mathematical complexity underlying the RSA algorithm adds an extra layer of protection, 

making it resistant to attacks such as factorization of large prime numbers. This robustness 

contributes to the model's reliability in real-world applications where the prevention of 

information leakage is paramount. 

However, it's essential to acknowledge that no system is entirely immune to potential 

threats, and continuous monitoring, updating, and adaptation of security measures are 

necessary to counter evolving cyber threats. Additionally, the performance considerations 

of RSA, particularly in resource-constrained environments, may warrant exploration of 

alternative cryptographic methods or hybrid approaches. 

Building a model to prevent information leakage using the RSA public key encryption 

algorithm offers promising results. RSA's robust mathematical foundation and its ability to 
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securely transmit data between authorized parties make it a strong candidate for data 

security. 

In conclusion, the development of a model integrating RSA public key encryption 

represents a commendable stride towards bolstering information security. This model 

serves as a fundamental tool in the ongoing efforts to mitigate the risks associated with 

information leakage and unauthorized access, contributing to the overall resilience of data 

protection strategies in our increasingly interconnected and data-driven world. 

FUTURE RESEARCH 

While this research has been successful in creating and implementing a model for 

information leakage prevention using RSA public key encryption, there are several 

directions of further research that can build on and enrich this work. 

Further research can be directed towards integrating adaptive machine learning models into 

the current encryption-based system. These models can learn anomalous behaviour patterns 

or policy violations dynamically by adapting to evolving user behaviour and attack vectors. 

This would significantly improve the system's responsiveness to zero-day attacks and 

unknown vulnerabilities that may not be adequately addressed by encryption. 

Secondly, because RSA performance might be constrained in environments with scarce 

resources such as in mobile or embedded systems, an area for research in the future would 

be hybridizing crypto-algorithms by combining RSA with light algorithms such as ECC 

(Elliptic Curve Cryptography) or symmetric algorithms such as AES to find a balance 

between computation efficiency and security strength. 

Furthermore, the success of the model would be ascertained within real-world operational 

contexts in various sectors such as finance, health, education, and government. Conducting 

case studies in these sectors will allow for the examination of the model's applicability and 

flexibility across various organizational architectures, regulatory requirements, and threat 

categories. 

The other possible research field involves the use of blockchain technology to make data 

transaction more transparent, traceable, and accountable. By encrypting the access and 

movement logs for data and maintaining them on a blockchain ledger, researchers can 

explore the possibility of tamper-proof audit trails that improve leakage detection and 

forensic analysis. 

In addition, future studies might involve designing a user-friendly interface for the 

information leakage prevention system to enhance more usability and promote higher 

adoption without sacrificing security. Human factors research, such as learning end-users' 

engagement with encryption and leakage notification, could guide interface designs that 

minimize operational friction and alleviate false positive fatigue. 
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Lastly, scholars can look at the legal, ethical, and privacy implications of automated data 

leakage prevention systems, particularly in scenarios where there are high compliance 

requirements (e.g., GDPR, HIPAA). This includes asking how encrypted data is stored, 

who has access to audit logs, and when user data can be decrypted for legal inspection. 
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